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SINAPSE  
SINAPSE ER4 

This deliverable document is part of a project that has received funding from the SESAR Joint 
Undertaking under grant agreement No 892002 under European Union’s Horizon 2020 research and 
innovation programme. 

 

 

Abstract  

This analysis report “AI in support of ATS Datalink performance”, corresponds to D2.1 deliverable for 
SINAPSE ER4 project. This report reviews and identifies AI methodologies applicable to communication 
over SDN. AI methodologies are also assessed using a Controller Pilot Data Link Communications 
(CPDLC) dataset. Assessed methodologies cover classical Machine learning methodologies in addition 
to deep learning, including Recurrent Neural Networks methods. 

SINAPSE project aims at proposing an intelligent and secured aeronautical datalink communications 
network architecture design based on the Software Defined Networking (SDN) architecture model, 
augmented with Artificial Intelligence (AI), to predict and prevent safety services outages, to optimize 
available network resources and to implement cybersecurity functions protecting the network against 
digital attacks. 
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1 Introduction 

1.1 Purpose of the document 

1.1.1 Project overview 

SINAPSE project aims at proposing an intelligent and secured aeronautical datalink communications 
network architecture design based on the Software Defined Networking (SDN) architecture model 
augmented with Artificial Intelligence (AI) to predict and prevent safety services outages, to optimize 
available network resources and to implement cybersecurity functions protecting the network against 
digital attacks. 

The project has the following detailed objectives: 

• Objective 1: Design a solution suitable for ATM needs 

• Identify relevant ATM operational, performance, safety and security requirements 

• Propose a consolidated SDN augmented with AI design that complies with these 
requirements 

• Objective 2: Guarantee ATC datalink services performance. 

• Design and prototype AI application to anticipate and prevent service issues and outages.  

• Design an SDN based aeronautical network integrating the Machine Learning (ML) 
application. 

• Objective 3: Optimize network resources 

• Design and prototype AI application supporting QoS prediction to optimize network 
resources. 

• Design an SDN based aeronautical network integrating the ML application. 

• Objective 4: Implement cybersecurity mechanisms to detect and prevent digital attacks 

• Design and prototype AI application for cybersecurity against prevalent network threats. 
Threats violating network confidentiality and integrity will be covered. 

• Design a security architecture for SDN-based aeronautical network integrating the AI 
application 

1.1.2 Scope of the document 

As part of WP2 activities, this report feeds objective 2, as well as objective 3 & 4 covered by WP3 and 
WP4. This report starts by identifying AI methodologies applicable to datalink communication over 
SDN. The state of art is followed by an assessment of these methodologies applied to a CPDLC 
communication dataset.  
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Disclaimer for readers: fundamental Machine Learning (ML) notions are not always recalled in this 
report (e.g. difference between supervised and unsupervised learning, basics on neural network etc.) 
therefore the reader is supposed having this basic ML knowledge to easily navigate through the report. 
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2 AI methodologies to guarantee ATC 
datalink services performance 

2.1 Introduction 

This report identifies and reviews a certain number of commonly used Machine Learning (ML) 
methodologies, suitable for SINAPSE and more precisely objective 2 covered in WP2.  

In general, there are always several ML algorithms that can fit a certain problem, but the challenge is 
to find out which one fits better, and in a first place how to apply these methods to the context of the 
problem and how to orchestrate data flow. 

 

Figure 1 - Mind map of ML methods [1] 
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Figure 1 illustrates common ML methodologies by grouping them under different categories (e.g. 
Classical, Neural, Reinforcement etc.) and sub-categories. As for example, the “classical learning” 
category is subdivided to supervised and unsupervised methods. Note that there are a multitude of 
way to mind map AI methodologies as it is always a matter of point of view for a specific context. 

2.1.1 AI to predict CPDLC issues 

In WP2, the general AI usage context consists of periodically (e.g. every 30 sec) and continuously 
predict and forecast certain events within a certain time window (e.g. the next 10 or 20 minutes).   

The following figure illustrates an example of a graph predicting traffic load, where the coloring maps 
KPI trend (i.e. up, down, or same) probability. This graph could be predicting any of the KPI related to 
datalink (e.g. traffic load, number of retransmissions, number of messages, average delay etc.). 

 

Figure 2 - Example of KPI forecast, colour indicating probability 

One of the main intent in WP2 is to predict datalink issues and more precisely those related to ATN 
CPDLC outage issues (cf. [17]), such as the Provider Abort (PA) events or the Technical Round Trip Delay 
(TRTD), with a certain precision, as high as possible, and within a certain time window (e.g. next 10, 15 
or 30 minutes)  

If the predictor indicates that an issue is likely to occur within the next period, its estimated “probability 
of occurrence” information can be also used (e.g. displayed to end user to better assess the actual 
event risk). 

To train a ML model able to predict datalink issues, the first step consists of collecting and building a 
suitable dataset from a representative environment (i.e. by monitoring an operational network). If we 
try to build a dataset in the context of ATN CPDLC issues , more especially PAs (or TRTD), the dataset 
will have the following characteristics : 
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- Such events occurrence is very low in terms of percentage (between 2% and 6% during 
100 hours of communications) . This means if we are collecting a dataset from an 
operational network for those events, the dataset will be very unbalanced1, i.e. over 100 
samples of data, only 2 and 6 events are present. If a model is trained using such raw 
unbalanced dataset, the model will certainly overfit and will mainly predict the non-
occurrence of PA events with high accuracy e.g. 98%, but this is completely  trivial and 
useless. 

 

Figure 3 – Balanced vs. unbalanced Dataset 

- On the other hand, such events occurrence prediction can be seen as a sequential problem 
having causal relationship and a time dependency, as the data used to feed the model is a 
time series. 

o e.g. at t0-2 there was a retransmission event, at t0-1 there was a message discard 
event before having the PA at t0 etc. 

- It is a multi-dimensional problem as multiple features (e.g. performance KPIs from multiple 
sources across the network) can be used to feed the model 

o e.g., typical sequences of messages exchanged before a PA, the quantity of 
messages on the whole network, the localization of the aircraft, its radio 
manufacturer, the quality of the RF link, the active ATC control center, the current 
meteorology conditions, etc. 

2.1.1.1 ML performance metrics 

In this context of a very unbalanced dataset, the best metrics to evaluate the model’s performances 
are “Precision” and “Recall” as they only focus on positive predictions, here the PA. 

Typically, a perfectly trained model would have a Recall and a Precision metrics both converging to 
100%, where: 

 

 

1 In simple terms, an unbalanced dataset is one in which the target variable has more observations in one specific 
class than the others 
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𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑝

𝑇𝑝 + 𝐹𝑛
 

  𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑝

𝑇𝑝 + 𝐹𝑝
 

Where 𝑻𝒑 , 𝑭𝒏  and 𝑭𝒑 are respectively the True Positive, False Negative and False Positive predicted 
samples. 

 

Figure 4 – Precision & Recall illustration 

Another derived metric is the F-score, or F-measure used to measure accuracy and it is calculated from 
the precision and recall. The traditional balanced F-score is F1 score and is the harmonic mean of 
precision and recall 

  𝐹1 =
2

𝑟𝑒𝑐𝑎𝑙𝑙−1 + 𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛−1
=

𝑇𝑝

𝑇𝑝 +
1
2 (𝐹𝑝 + 𝐹𝑛)

 

2.1.1.2 Problem modelling 

If we focus on CPDLC PA event, its prediction task can be accomplished using different ML methods. It 
could be considered as a binary classification, or as a time-series prediction problem, or as an anomaly 
detection task. 

If the PA prediction task is considered as a binary classification task, it could be modelled with two 
possible outputs: 

• +1 when a PA is likely to occur within the next 6 min 

• -1 when no PA is predicted.  

And several ML models allow this type of classification task and are depicted in this report, which are: 

• Linear/Logistic regression 

• Voting methods: Random Forest, Extremely Randomized Trees, etc. 

• Boosting methods: Gradient Boosting, AdaBoosting, XGBoost 
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If we consider the problem as a time series prediction problem, Deep Learning solutions using some 
Recurrent Neural Networks such as LSTM or GRU, are powerful tools for this use case. Unlike 
classification predictive modelling, time series also adds the complexity of a sequence dependence 
among the input/output variables. 

Finally, the problem can be also considered as an anomaly detection task; multiple ML models allow 
this type of classification task such as: 

• Isolation Forest 

• One-Class SVM 

• K-means clustering 

• Markov Chains 

• LSTM 

 

Figure 5 – Datalink outage modelling using ML methodologies (  indicates potential match)  
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2.2 Classification using ML Methods 

As introduced, in the previous section, there are multiple classification methods, three of them chosen 
for assessment are depicted here. 

2.2.1 Logistic Regression 

The first method is the Logistic regression. The logistic regression despite its name, is a linear model 
for classification rather than regression. In this model, the probabilities describing the possible 
outcomes of a single trial are modelled using a logistic function. Logistic regression models are models 
that have a certain fixed number of parameters that depend on the number of input features, and they 
output categorical prediction, like for example if a plant belongs to a certain species or not. 

Like in Linear Regression, the predicted value is computed as follows: 

ℎ(𝑥𝑖) = β0 + β1𝑥𝑖1 + β2𝑥𝑖2 + ⋯ + β𝑛𝑥𝑖𝑛 = β𝑇𝑥𝑖  

With  𝑥𝑖 is the input features vector of dimension n and the β's are the coefficients of the regression. 

The predicted ℎ(𝑥𝑖)  is likely to get continuous values and it does not make sense for ℎ(𝑥𝑖) to take 
values larger than 1 or smaller than 0. So, some modifications are made to the hypothesis for 
classification: 

ℎ(𝑥𝑖) = 𝑔(β𝑇𝑥𝑖) =
1

1 + 𝑒−β𝑇𝑥𝑖
 

with 𝑔 the ‘Sigmoid Activation Function'. 

In [2], a logistic regression model is used for detecting credit card frauds. This use case is very 
similar to the PA usage case, as this it is a binary classification task from a very unbalanced Dataset. 
The author first used random under sampling (cf. Figure 6) to balance the training dataset, remove 
some outliers and then used K-fold cross validation to train the Logistic Regression model. The paper 
results are very good as the Aera under the ROC (Receiver Operating Characteristics, cf. Figure 7) curve 
(also named AUC-ROC) is scoring around 0.98 which is nearly perfect, as it indicates globally a high true 
positive rate and very low false positive rate. 

 

Figure 6 – Under sampling vs. Oversampling 
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Figure 7 – ROC (Receiver Operating Characteristic) curve2 and AUC (Area Under Curve) 

2.2.2 Ensemble Methods 

Ensemble methods are techniques that create multiple models and then combine them to produce 
improved results. Ensemble methods usually produce more accurate solutions than a single model 
would. 

Ensemble methods can be divided into two groups: 

• Parallel ensemble methods (also called bagging) where the base learners are generated in 
parallel (e.g. Random Forest). The basic motivation of parallel methods is to exploit 
independence between the base learners since the error can be reduced dramatically by 
averaging (regression) or voting (classification). 

• Sequential ensemble methods (also called boosting)  where the base learners are generated 
sequentially (e.g. AdaBoost). The basic motivation of sequential methods is to exploit the 
dependence between the base learners. The overall performance can be boosted by weighing 
previously mislabeled examples with higher weight. (e.g. Gradient Boosting or AdaBoosting) 

 

 

 

2 Plots the TPR (True Positive Rate) and FPR (False Positive Rate) for many different thresholds 
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Figure 8 - Ensemble methods- Parallel vs. Sequential 

Before going into the details of voting methods or boosting methods, let's recall what a decision tree 
is, because this is the basis principle for these methods. 

2.2.2.1 Decision Tree reminder 

Decision tree builds classification or regression models in the form of a tree structure. It breaks down 
a data set into smaller and smaller subsets while at the same time an associated decision tree is 
incrementally developed. The final result is a tree with decision nodes and leaf nodes. A decision node 
has two or more branches. Leaf node represents a classification or decision. 

 

Figure 9 - Simple Decision Tree 

2.2.2.2 Voting Methods based on decision tree 

The random forest model belongs to the voting methods. It is a model made up of many decision trees. 
Rather than just simply averaging the prediction of trees (which we could call a “forest”), this model 
uses two key concepts that gives it the name "random": 

• Random sampling of training data points when building trees. 

• Random subsets of features considered when splitting nodes. 
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Figure 10 - Random Forest Simplified 

In the paper [5], the task is to detect breast cancer from a rather unbalanced dataset which is 
quite similar to our use case. It turned out that the Random Forest Classifier gave the best F1 score 
(aka F-score cf. 2.1.1.1) among the eight trained models. To obtain such a high score, the author 
applied some pre-feature selection using Recursive Feature Elimination (REF) from sklearn library, in 
addition to the native feature selection of the algorithm random forest: 

 

Figure 11 - Recursive feature selection 

https://scikit-learn.org/stable/
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Figure 12 - Scores of different models after using RFECV feature selection function 

The RFE is a feature selection method that fits a model and removes the weakest feature (or features) 
until the specified (targeted) number of features is reached. 

As the author says in her conclusion: "Logistic regression, Linear and Quadratic Discriminant Analysis, 
and Random Forest algorithms are by nature built to adjust the number of features they take into 
account. That being said, when applying additional reduction (like correlation, SelectFromModel or 
REFCV) the dimensionality can be reduced more than once.  This additive feature selection might be 
an interesting step in the process of optimizing the performances of the algorithm, even when using 
models that already have the feature selection property. 

2.2.2.3 Boosting Methods 

Boosting algorithms seek to improve the prediction power by training a sequence of weak models, 
each compensating the weaknesses of its predecessors. In the boosting method, all the individual 
models are built sequentially. Which means the outcome of the first model passes to the next model 
and etc.  

 

Figure 13 – Boosting/sequential methodology (ref.) 

There are three major boosting algorithms: AdaBoosting, Gradient Boosting and Extreme Gradient 
Boosting (aka XGB). 

2.2.2.3.1 AdaBoosting 

https://mateusmaiads.github.io/ensemble_qualify/#1
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In each iteration, AdaBoosting identifies miss-classified data points, increasing their weights (and 
decrease the weights of correct points, in a sense) so that the next classifier will pay extra attention to 
get them right. These weights adjustment at each iteration might be good for our use case because 
PAs seem to be hard to distinguish sometimes. The following figure illustrates how weights impact the 
performance of a simple decision stump (tree with depth 1) 

 

Figure 14 - Illustration of AdaBoosting 

2.2.2.3.2 Gradient Boosting 

Gradient boosting approaches the problem a bit differently. Instead of adjusting weights of data 
points, gradient boosting focuses on the difference between the prediction and the ground truth. 

More precisely, Gradient boosting uses gradient descent to iterate over the prediction for each data 
point, towards a minimal loss function. Trees are added one at a time, and existing trees in the model 
are not changed. After calculating the loss, to perform the gradient descent procedure, we must add 
a tree to the model that reduces the loss (i.e. follow the gradient). We do this by parameterizing the 
tree, then modify the parameters of the tree and move in the right direction by reducing the residual 
loss. 

 

Figure 15 - Gradient Boosting 
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One of the biggest motivations of using gradient boosting is that it allows one to optimise a user 
specified cost function, instead of a loss function that usually offers less control and does not 
essentially corresponds with real world applications.  

2.2.2.3.3 Extreme Gradient Boosting 

XGboost is a specific implementation of the Gradient Boosting method which uses more accurate 
approximations to find the best tree model. The most important differences with Gradient Boosting 
are: 

• An advanced regularization (L1 and L2), which improves model generalization. 

• computing second-order gradients, i.e. second partial derivatives of the loss function (similar 
to Newton’s method), which provides more information about the direction of gradients and 
how to get to the minimum of our loss function. While regular gradient boosting uses the loss 
function of our base model (e.g. decision tree) as a proxy for minimizing the error of the overall 
model, XGBoost uses the 2nd order derivative as an approximation. 

2.3 Deep Learning Methods 

Recurrent Neural Networks (RNN), of which LSTMs (“long short-term memory” units) and GRU ("Gated 
recurrent Units") are the most powerful and well-known subsets, are a type of artificial neural network 
designed to recognize patterns in sequences of data, such as numerical times series data emanating 
from sensors, stock markets, text, genomes, handwriting and the spoken word. What differentiates 
RNNs from other neural networks is that they take time and sequence into account, they have a 
temporal dimension: this is a very interesting property for the context of CPDLC issues prediction 
where we have to deal with sequences of messages and events (e.g. message retransmission, loss or 
discard, disconnect etc.) . 

Recurrent networks (e.g. GRU) take as input not just the last input value they see, but also what they 
have perceived previously in time using an internal feedback loop as figured hereafter 

 

Figure 16 - Recurrent neural network 
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2.3.1 Long-Short term Memory (LSTM) 

 

Figure 17 - LSTM architecture with a depth of 3 (t, t-1 & t-2) where X is a features vector 

The key to an LSTM architecture is the cell state, the horizontal line running through the top of the 
diagram. The cell state is kind of like a conveyor belt. The LSTM does have the ability to remove or add 
information to the cell state, carefully regulated by structures called gates: The input gate, the forget 
gate and the output gate. Gates are a way to optionally let information through. They are composed 
out of a sigmoid neural net layer and a pointwise multiplication operation. The sigmoid layer outputs 
numbers between zero and one, describing how much of each component should be let through. A 
value of zero means “let nothing through,” while a value of one means “let everything through”. 

In the paper [3], the author explains how to build a LSTM model that can read in some text and make 
a prediction about the sentiment of that text, where it is positive or negative. Even if we are not dealing 
with text in our use case, there is still an analogy about making a prediction from a sequence. That is 
to say build a model that doesn’t only consider the individual features, but also the order they appear 
in. 

The figure below shows how words of a sentence go through the network. We could easily 
imagine replacing the text words by features like TP4 (transport protocol) KPIs to predict CPDLC issues. 
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Figure 18 - example of a prediction from a sentence [3] 

2.3.2 Gated Recurrent Unit (GRU) 

GRU networks also belong to the recurrent neural networks category and are a good alternative to 
LSTM's. GRU is related to LSTM as both are utilizing a different way for gating information to prevent 
vanishing gradient problem3. Here are some differences between the two approaches: 

• The GRU controls the flow of information like the LSTM unit, but without having to use a 
memory unit. It just exposes the full hidden content without any control. 

• GRU is relatively new, the performance is on par with LSTM, but computationally more efficient 
(less complex structure as pointed out). 

• GRUs are simpler and thus easier to modify, for example adding new gates in case of additional 
input to the network. It is just less code in general. 

• LSTMs should in theory remember longer sequences than GRUs and outperform them in tasks 
requiring modelling long-distance relations 

 

 

3 Preventing the weight from changing its value. In the worst case, this may completely stop the neural network 
from further training 
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Figure 19 - GRU vs. LSTM [8] 

In conclusion, GRU mixes long and short-term memory while LSTM has two independent 
memories allowing better predictions. On the other side LSTM requires more computational resources 
than GRU. For our use cases, LSTM seems more appropriate. 

2.3.3 Attention Models 

According to the literature, Attention models such as Transformers seem to give state-of-the art 
results when it comes to complex sequence modelling. Their main applications are for Natural 
Language Processing and Computer Vision, but it might be interesting to explore this track and see if 
some correlation can be made with our use case. 

Attention models are input processing techniques for neural networks that allow the network to focus 
on specific aspects of a complex input. The goal is to break down complicated tasks into smaller areas 
of attention that are processed sequentially. Similar to how the human mind solves a new problem 
by dividing it into simpler tasks and solving them one by one. 

2.3.3.1 Main differences between Attention Models and LSTMs 

LSTMs have an output vector for each value in the sequence. The most common way of using LSTMs 
is to take the output vector of the last value in the sequence as the representation of the whole 
sequence. This makes sense because: 

• Just taking the vector of the last value provides a simple way of turning a variable length 
sequence into a fixed length vector. Easy to use with Dense layers for classification etc. 

• RNNs are supposed to make the output vector of the current value dependent on the previous 
values of the sequence. LSTMs are supposed to extend this capability to very long sequences. 
So, in theory, the output vector of the last values encodes information from the whole 
sequence. 

But this is an issue because: 

• In practice, even LSTMs are not able to preserve dependency for more than a few steps. 

• Encoding the information from a whole sequence into a single vector is just not reasonable. We 
are trying to compress too much information in limited space. 
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Instead of using the output vector of the last value of the sequence we use the output vectors of all 
values. Let's have a look of a sentence translation example to better understand this mechanism: 

 

Figure 20 - Attention Mechanism 

In the above picture, the translated word at position t is dependent on the aggregation of all output 
vector of the input sequence. In this way, the network can choose what words are important and use 
information only from those word to construct the fixed length translated vector y. 

Attention Model is just a way of doing the above-mentioned aggregation. It provides a recipe for 
aggregating the output vectors of each word into a single vector based on some context. 

Unfortunately, no use case similar to ours has been found but the Natural Language Processing 
community opinion converges to say that this method gives the best results for complex sequence-to-
sequence modelling. 

2.4 Anomaly Detection 

Anomaly detection (or outlier detection) is the identification of rare items, events or observations 
which raise suspicions by differing significantly from most of the data. 

Detection of anomaly can be solved by supervised learning algorithms if we have information on 
anomalous behaviour before modelling, but initially without feedback it is difficult to identify those 
points. So, we model this as unsupervised problem using algorithms like Isolation Forest, One class 
SVM, Markov Chains or LSTMs. 

2.4.1 Isolation Forest 

One of the newest techniques to detect anomalies is called Isolation Forests. The algorithm is based 
on the fact that anomalies are data points that are few and different from the rest. As a result of these 
properties, anomalies are susceptible to a mechanism called isolation. 
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This method is fundamentally different from all existing methods. It introduces the use of isolation as 
a more effective and efficient way to detect anomalies than the commonly used basic distance and 
density measures. Moreover, this method is an algorithm with a low linear time complexity and a small 
memory requirement. It builds a good performing model with a small number of trees using small sub-
samples of fixed size, regardless of the size of a data set. 

2.4.1.1 Principle 

The Isolation Forest algorithm isolates observations by randomly selecting a feature and then 
randomly selecting a split value between the maximum and minimum values of the selected feature. 
The logic argument goes isolating anomaly observations is easier because only a few conditions are 
needed to separate those cases from the normal observations. On the other hand, isolating normal 
observations require more conditions. Therefore, an anomaly score can be calculated as the number 
of conditions required to separate a given observation. 

 

Figure 21 - Illustration of the Isolation Forest Algorithm 

2.4.2 One-Class SVM 

A One-Class Support Vector Machine is an unsupervised learning algorithm that is trained only on the 
‘normal’ data. It learns the boundaries of these points and is therefore able to classify any points that 
lie outside the boundary as outliers. 

2.4.2.1 Principle 

The design of the one-class SVC is an extension of the binary SVC. The main difference is that a single 
class contains most of the baseline (or normal) observations. A reference point, known as the SVC 
origin, replaces the second class. The outliers (or abnormal) observations reside beyond (or outside) 
the support vector of the single class. The outlier observations have a labelled value of -1, while the 
remaining training sets are labelled +1: 
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Figure 22 - One-class SVM 

A nice property of SVMs is that it can create a non-linear decision boundary by projecting the data 
through a non-linear function ϕ to a space with a higher dimension. This means that data points which 
can’t be separated by a straight line in their original space "I" are “lifted” to a feature space "F" where 
there can be a “straight” hyperplane that separates the data points of one class from another. 

The hyperplane is represented with the equation ωTx+b=0, with ω in F and b in R. The hyperplane that 
is constructed determines the margin between the classes; all the data points for the class −1 are on 
one side, and all the data points for class 1 on the other. The distance from the closest point from each 
class to the hyperplane is equal, thus the constructed hyperplane searches for the maximal margin 
between the classes. 

Several articles found on Kaggle deal with one-class SVM's for detecting credit card frauds and 
the authors managed to get great results with this anomaly detection method. 

2.4.3 K-means clustering 

K-means clustering is a clustering analysis algorithm that groups objects based on their feature values 
into K disjoint clusters. Objects that are classified into the same cluster have similar feature values. K 
is a positive integer number specifying the number of clusters and has to be given in advance. 

K-means clustering algorithm has to be applied to the training datasets which may contain normal and 
anomalous samples without being labelled as such in advance. The rationale behind this approach is 
the assumption that normal and anomalous samples from different clusters in the features space. For 
the purpose of anomaly detection, we deploy two distance-based methods (classification and outlier 
detection) that both use the K-means clustering results and that can be applied individually or in a 
combined way: 
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Figure 23 - Combined Classification and outliers’ detection 

If the two methods are applied simultaneously, an object is treated as an anomaly if it is closer to 
the anomalous cluster centroid than to the normal one, or if its distance to the normal cluster 
centroid is larger than the predefined threshold. 

In the paper [6] the author uses this method to detect anomalies from been flow records that 
have been exported by routers and/or network monitors. 

2.4.4 Markov Chains 

A stationary Markov chain is a special type of discrete time stochastic process with the following 
assumptions: 

• the probability distribution of the state at time t+1 depends on the state at time t, and does not 
depend on the previous states leading to the state at time t. 

• a state transition from time t to time t+1 is independent of time. 

The changes of state of the system are called transitions. The probabilities associated with various 
state changes are called transition probabilities. The process is characterized by a state space, a 
transition matrix describing the probabilities of particular transitions, and an initial state (or initial 
distribution) across the state space. By convention, we assume all possible states and transitions have 
been included in the definition of the process, so there is always a next state, and the process does not 
terminate. 

The transition probability matrix and the initial probability distribution of a stationary Markov chain 
can be learned from the observations of the system state in the past. 
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Figure 24 - Markov Chain example 

With a Markov Chain model, there are several techniques for calculation anomaly score. The intuition 
behind all of them is that any sequence that has low probability of occurrence, as determined by the 
Markov Chain will have a high anomaly score. 

In the paper [4] the authors used the Markov Chain method to detect anomalies in High 
Performance Computing System Logs and they managed to get good results and they conclude that:" 
Markov chain modelling is an effective method for detection of unusual system log message 
sequences". 

2.4.5 LSTM 

The LSTM principle is already covered in section 0, this section focuses on showing how LSTM can used 
for Anomaly detection. The detection can be done using a three steps process: 

• Step-1: Train LSTM to predict the next l values [xt+1, … , xt+l] from the previous d data 
[xt−d+1, … , xt]. 

• Step-2: Compute error vectors: e = xtrue − xpred using the trained network. Then, we fit a 

multivariate Gaussian distribution to error vectors computed over test data by the maximum 
likelihood estimation. 

• Step-3: Compute the error vector at the point where an anomaly is likely to have happened. If 
that vector is located at the end of the Gaussian distribution estimated in step-2, conclude an 
anomaly happened. Rare error vector occurred = Probability distribution of data has changed 
from normal to anomalous. 
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Here is a summary of the process with l=1 and d=2, to better understand things: 

Figure 25 - Process of anomaly detection with LSTMs 
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2.5 Recapitulative Table 

 

Figure 26 - Advantages and Drawbacks of Machine and Deep learning methods 
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3 AI Methodologies assessment 

3.1 Problem context reminder 

As introduced the ATC datalink services targeted in this report are those provided by the Aeronautical 
Telecommunication Network (ATN) Controller Pilot Data Link Communications (CPDLC) and Automatic 
Dependent Surveillance Contract (ADS-C) systems, deployed by Air navigation service providers 
(ANSPs) to provide datalink communication between Air Traffic Controllers (ATCOs) and pilots using 
CPDLC, and to request surveillance reports from aircraft using ADS-C.  

The focus here is only on CPDLC as this service is already in use by ATCOs4 in Europe, but the proposed 
solution for CPDLC also covers the ADS-C or any end-to-end service, using exactly the same concept 
and tools (i.e., sensors, logs, AI, SDN etc.).  

The ATN CPDLC (or simply CPDLC) is a two-way datalink used for instructions5 exchange between 
controllers and pilots. The instructions correspond to voice phraseology employed by air traffic control 
procedures. 

Today, that loss of CPDLC end-to-end connectivity over the VDLM2 network may be due to diverse 
reasons such as (cf. Figure 27 where possible threats are illustrated): 

• Failure of the air-ground link for different causes (e.g., lack of VHF ground coverage, excessive 
channel load causing messages loss and retransmission, radio frequency congestion, low 
airborne radio performance, etc.) 

• A failure at the ATN Network layer (e.g., air-ground (A/G) ATN router problems) 

• Radio Frequency Jamming or saturation leading to messages loss and collisions, etc. 

In the near future, the SATCOM should complement the VDLM2, but the same category of threats 
remains applicable; and when the future multilink network will arrive, the threats impact remains the 
same as the same category of issues could always occur in addition to more complicated ones, such as 
mobility or multi-link implementations malfunction. 

3.2 System architecture guaranteeing ATC datalink services  

The system targeted in SINAPSE to guarantee ATC datalink services integrates different functional 
blocks, all combined to improve the end-to-end connectivity availability between the aircraft and the 
ATC End System, is made for the following functions: 

 

 

4 ENAIRE provided operational logs from CPDLC system that are used for AI training 

5  ATC clearances, information, requests, Free text etc. 
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• A real time datalink monitoring function collecting network traffic, traffic statistics from 
different interfaces on the ground network including RF interfaces. This block will be SDN 
compatible exchanging information with SDN ground controllers. 

• A prediction block based on AI/ML allowing to predict datalink outage; this prediction block is 
fed by the monitoring block. 

• A decision-maker block allowing to send dynamic configuration commands to the datalink 
infrastructure in order to continuously optimize end-to-end connectivity between aircraft and 
ATC End Systems. This decision block should be part of the SDN applications. 

 

Figure 27 - Guarantee ATC datalink services performance Solution – system architecture 

3.2.1 Realtime datalink monitoring for SINAPSE 

In order to collect datalink, a real-time datalink monitoring system is deployed by ALTYS to monitor 
certain segments of the ENAIRE operational ATN network. The monitoring solution consists of 
following: 

• Three RF sensors (VHF receivers) to capture Air/ground (A/G) raw messages exchanges 
between aircraft and VHF ground stations. At the time of writing this report two VHF receivers 
were installed and connected (to the central monitoring solution through VPN) at Madrid and 
Palma de Mallorca, a third receiver was also deployed in Barcelona (but the connection is still 
ongoing). 
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• An ATN traffic packet sniffer at Madrid ATC End-Systems network to collect Ground-ground 
(G/G) ATN traffic raw messages (including CPDLC) exchanged by the End Systems6. The 
collected ATN traffic payloads contain multiple protocol levels including CLNP7, IDRP8 and TP4 
and application layers (CM and CPDLC). The ATN packet sniffer consists of a server and a 
network tap9. At the time of writing this report the packet sniffer was installed but the 
connection to the central monitoring system is still ongoing.  

• A central monitoring system based on existing monitoring ALTYS solution named COSMOS. In 
the scope of SINAPSE, the monitoring solution is evolved to support real-time interfaces and 
to integrate AI models for prediction functions. 

The overall SINAPSE monitoring system can be illustrated as below: 

 

Figure 28 - Datalink monitoring solution for SINAPSE 

  

 

 

6 LECM (FIR Madrid), LECB (FIR BARCELONA), GCCC (FIR CANARIAS) 

7 Connection less protcocol 

8 Routing protocol 

9 A network tap is a dedicated hardware device, providing a copy of the data flowing across a computer (here 
the ATC End Systems) 
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3.2.2 Training dataset 

The first step before starting the ML was to identify and to collect a dataset. A preliminary dataset was 
built using operational G/G logs covering End 2019 period, i.e. before the Covid pandemic period. The 
deployed datalink monitoring solution was not used to collect this dataset as it is still partially deployed 
on one side and as it was not representative in terms of number of CPDLC flights and therefore in terms 
of Provider Abort (PAs, cf.2.1.1 ). VHF logs were not used for the ML methodologies assessment as not 
available, but this shall not impact the assessment results i.e. identify suitable ML methodologies for 
our use case, as VHF logs add complementary features to the dataset. 

3.3 Dataset feature’s engineering 

 

Figure 29 – Process of feature’s engineering 

Feature engineering refers to a process of selecting and transforming variables when creating a 
predictive model using machine learning or statistical modelling (such as deep learning, decision trees, 
or regression). The process involves a combination of data analysis, applying rules of thumb, and 
judgement. It is sometimes referred to as pre-processing, although that term can have a more general 
meaning. 

The data used to create a predictive model consists of an outcome variable, which contains data that 
needs to be predicted, and a series of predictor variables that contain data believed to be predictive 
of the outcome variable. For example, in a model predicting property prices, the data showing the 
actual prices is the outcome variable. The data showing things, such as the size of the house, number 
of bedrooms, and location, are the predictor variables. These are believed to determine the value of 
the property. For our use case, the data showing the dates of each PA is the outcome variable. The 
data showing TP4 KPI, retransmission count, average retransmissions time, etc are the predictor 
variables. 

The data preparation in an AI life cycle is the most time (~80%) consuming step as is an iterative 
debugging process. The figure below (left) shows a data science lifecycle in theory. However, the 

https://docs.displayr.com/wiki/Outcome_Variable
https://docs.displayr.com/wiki/Predictor_Variables
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diagram on the right shows a more realistic version of the data science lifecycle. It is an iterative cycle 
as the challenges in data are not known at the start of the data science lifecycle but discovered during 
the process. 

 

Figure 30 - The complex and intermingled data life cycle 

3.3.1 Data transformation 

Before processing logs and providing them to the models as inputs, raw data were firstly decoded to 
extract protocol fields, e.g. the message sequence number, message length etc. and then multiple KPIs 
was calculated to create additional features, e.g. retransmission counter, round trip etc. 

3.3.2 Dataset overview 

The consolidated dataset consisted mainly of the count or RTT, type, and direction of exchanged 
messages, calculated minute per minute for each protocol, between aircraft and their control center. 

 

Figure 31 – Example of Quantitative data, TP4 protocol 

The dataset spanned over 48 hours covering 1715 PA events generated by 450 Aircraft. 

Figure 31 highlights an example of TP4 related fields for an aircraft identified by its ICAO address 
exchanging 2 messages of type ’AK-TPDU’ with the ATC identified by its “ansp address”. The column 
’isuplink’ identifies message direction uplink or downlink. 

3.3.3 Feature’s analysis 
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A feature analysis has been carried out to have an insight of the relevance of each feature taken 
independently. Two groups of aircraft were made to perform the features analysis:  

• The first group called “PA group” gathered every aircraft that had at least one PA during the 
48 hours of the given data 

• The second group called “no PA group” gathered all the aircraft that did not had any PA for 48 
hours but that were in communication. Indeed, we are only interested in predicting PA while 
an aircraft was in communication.  

Features has been then computed for aircraft per group. Then, for each aircraft of the “PA group”, 
each feature has been computed on several windows preceding the PA timestamp backward to 30 
minutes before the PA timestamp.  

For example, assume an aircraft did a PA at t time. Thus, each feature has been computed during 
several 5 minutes windows preceding t. Typically on the windows [t-5 ; t], [t-10 ; t-5], [t-15 ; t-10], …,  
[t-30 ; t-25]. This procedure should allow a better analysis regarding the occurrence of the PAs. 

3.3.3.1 Number of TP4 messages on the whole network 

The TP4 messages are those used to convey CPDLC payloads. 

 

Figure 32 - The Number of PAs with respect to the number of TP4 messages exchanged on the whole 
network per 10 minutes windows 

For each window of 10 minutes over the day, the number of PAs in this window is computed. As it can 
be seen, the more messages are exchanged on the network the more PAs are likely to occur. This leads 
to say that this indicator seems relevant for the PA’s prediction. 
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3.3.3.2 Proportion of uplink/downlink TP4 messages before the PA timestamp 

An uplink message is a message sent from the ATC to the aircraft whereas a downlink message goes 
the opposite way. They are six types of TP4 messages: AK (acknowledgement), DT (Data), CR 
(Connection Request), CC (Connection Confirmed), DR (Disconnect Request), DC (Disconnect confirm). 
All these messages are directly and indirectly used by the CPDLC application as each CPDLC message is 
embedded inside a TP4 DT message, as illustrated in the following sequence diagram, where the TP4 
connection is firstly established using CR and CC messages, CPDLC messages are embedded in inside 
DT messages and acknowledged using AK messages. 

 

Figure 33 – Typical TP4 exchanges between a pilot and a controller 
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Figure 34 - TP4 messages uplink messages analysis 

The uplink to downlink ratio is one of the most discriminant indicator so far. As The 75th centile of the 
PA group (dotted red line) is above the 95th centile of the no PA group from 9 minutes before the PA 
dates which means that the model should predict 25% of the PAs. Moreover, the 25th centile of the PA 
group (orange dotted line) is below the 5th centile of the no PA group from 6 minutes before the PA 
dates which means the model should be able to predict 25% more PA’s. To sum up this feature should 
allow the model to predict 50% (25% + 25%) of the PA’s. 

3.3.3.3 Average and Max Round trip time (RTT)  

An uplink message is a message sent from the ground control center to the aircraft whereas a downlink 
message goes the opposite way. They are 6 types of TP4 messages: AK (acknowledgement), DT (Data), 
CR (Connection Request), CC (Connection Confirmed), DR (Disconnect Request), DC (Disconnect 
confirm). All these messages are used by the CPDLC application. 
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Figure 35 - Average RTT & MAX RTT Analysis 

The information provided by these 2 graphs is the following: The 95th centile of the PA group (dotted 
blue line) stays above the 95th centile of the no PA group (filled blue line) even 30 min before the PA 
This means that each of these 2 features could allow to predict 5% of the PA’s events with a precision 
of 95%. 

3.3.3.4 Maximum retransmissions Index 

This indicator counts the maximum number of times a TP4 message was retransmitted for each minute 
of the communication. One could think that if an aircraft goes through a bad communication zone, the 
max retransmission index should be higher than during a normal communication. 
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Figure 36 - Max Roundtrip Index Analysis 

Eventually, this indicator is not as discriminative as the previous one. The 95th centile of the PA group 
(blue dotted line) is above the 95th centile of the noPA group which means the model could be able to 
predict only 5% of the PAs with a 95% precision. 

3.3.3.5 Other features 

Same analysis has been done for many other features but there is no need to display all the figures 
including feature related to Aircraft manufacturers, datalink equipage, active ACSP (service provider) 
etc. 

This feature analysis has been done to make a ranking of the most discriminant features a priori. A 
showed previously, the TP4 messages sent before the PAs dates seem to be the most discriminant of 
the given indicators. 

A summary list of other features includes the following: 

• Average retransmission time/Max retransmission time: they give information about the 
retransmission times of TP4 messages 

• IDRP routing protocol: 5 other types of messages that allows an aircraft to tell the network it 
is connected and can receive messages. 5 types of IDRP messages exist which are CEASE, 
ERROR, OPEN, UPDATE and KEEPALIVE 

• Proportion of uplink/downlink messages for each of the 6 types of TP4 messages 

• Proportion of uplink/downlink messages per ATC center 

• Retransmission Counter: counts the number of times a message was retransmitted 
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• Etc. 

 

Figure 37 - Retransmission Counter (RTC) analysis 

The 90th centile of the RTC uplink of the PA group (dotted black line) is above the 95th centile of the 
RTC uplink of the no PA group which means this feature should allow us to predict 10% of the PA 
events with an accuracy of 95% etc. 

3.4 AI Methodologies assessment 

3.4.1 Approaches overview 

3.4.1.1 Binary Classification with Machine Learning 

Classification is the process of predicting the class (or target) of given data points. Classification 
predictive modeling is the task of approximating a mapping function (f) from input variables (X) to 
discrete output variables (y). 
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In our case, the input variables X are the qualitative and quantitative data. Of course, it is possible to 
give as many input variables as possible to the model (multidimensional inputs). The model was trained 
with 2 possible outputs: 

• y = +1 when a PA is likely to occur within the next 10 minutes. 

• y = 0 when no PA is predicted. 

3.4.1.2 Time-series prediction with Deep Learning 

This approach is a bit more complex because it is supposed to take into account the sequential aspect 
of input data, that is to say their time-dependency, unlike machine Learning methodologies that did 
not took this into account. 

The sequential aspect of the problem might be very important to consider as a lot of PAs often occur 
after typical sequences of messages. Thus with this approach, input data would be 2D matrices instead 
of 1D vectors with the binary classification approach. 

3.4.2 Machine Learning methodologies 

The problem with Machine Learning methods is that the results rely a lot on the features of the 
Dataset. Plenty of different datasets with different features have been tested but only the most 
successful one is presented here. 

As said earlier, the dataset is very unbalanced and for Machine Learning it is important to rebalance 
data. Several random under samplings of the negative class were applied to rebalance the dataset. 
Eventually, the under sampling which gave the best results was 30% of the positive class (PA) and 70% 
of the negative class (no PA). 

The machine learning techniques described in 0 have been assessed to predict PA’s events in a 10 min  
prediction window. These methods are: 

• Logistic Regression 

• Boosting Methods (Gradient Boosting, Ad Boosting and XGboost) 

• Voting methods (Random Forests and Extremely Randomized Trees) 

• Support-vector Machine (SVM) 

For each method, the hyperparameters were fine-tuned using Random Search or Grid Search from 
Sklearn library in order to maximize the Precision metrics. Data was split into 70% for the training and 
30% for testing. 

3.4.2.1 Hyperparameters optimization 

The hyperparameters of a model are, for example, the depth of a decision tree, the number of trees 
for a random forest, the learning rate for gradient descent, etc. Tuning these hyperparameters is 
important to optimize scores. 
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Figure 38- Grid Searching with Sklearn library 

For this purpose a python dictionary has been used in which the hyperparameters we want to optimize 
are given. Figure 38, provides an example of usage, at line 9, “GridSearch” function is called with the 
metrics we want to maximize is given, in this example the ‘precision’ metric. Eventually, the best set 
of hyperparameters was returned. 

3.4.2.2 Training results 

All the methods gave more less the same results in simulation: models were not able to detect PA’s 
and PA predications were very oscillating and not conclusive, even though multiple set and 
combination of attributes has been assessed including those related to avionics characteristics (e.g., 
VDR or CMU manufacturer etc.) or aircraft type or ACSP etc. The main reason is that classical ML 
models do not consider the chronological or sequential arrival of events which is a very important 
information in the occurrence of a PA event (e.g. a VDLM2 disconnect event, followed by IDRP protocol 
disconnect event, followed by a VDLM2 handover event etc….). 

The trained models seems like they only learned how to recognize a communication zone but not make 
the difference with a “bad” communication that leads to a PA as you can see on the following picture.  
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Figure 39 - Precision, Recall and Loss for each of the ML models on the test set 

The precision is the most important metrics because we want to avoid false positive predictions. As 
the Figure 39 is showing, the precision value is about 63% for Logistic regression, Gradient Boosting, 
Adaboosting, Random Forest and SVM. This is not very good because it means that about 37% of the 
predictions are false positive, which is too high. The Extremely Randomized Trees model has a much 
higher precision, but its recall is very low which is not interesting neither 

A simulation over 48 hours of communication was made using the fitted models. The goal was to 
predict the probability of PAs at each minute and for each model to see their behavior in real-time 
conditions. 

Here are the simulations for one aircraft that was taken from the test set, which means its data were 
not used for the models’ trainings. 
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Figure 40- Evolution of the PA probability with different ML methods. ExtraTrees = ExtremlyRandomized 
Trees, RDF = RandomForest, Gboost = Gradient Boosting, Ada = AdaBoosting 

The above plots work by pair: simulations were done for each of the control centers that were in 
communication with the aircraft. In this case, the aircraft was in communication with 2 different 
centers (figure 1 and 3). On these 2 figures are displayed the number, type and direction of the TP4 
messages this aircraft exchanged with each control center, minute per minute. Then, for each of the 
communication zone, the ML models were used to compute the PA probability in real-time. (Figure 2 
and 4). On these two figures, the colored lines represent the probability of the aircraft doing a PA 
withing the next 10 min over the day and the red dotted vertical lines represent the instants of the 
different PA’s. Eventually, the red squares represent the 10 minutes windows preceding the PAs. 

To sum up, for each communication with a control center, there are 2 figures to consider. The first 
one shows the TP4 messages exchanged between the aircraft and the control center, minute per 
minute. The second one shows the probability of the aircraft doing a PA in the next 10 minutes with 
this control center. 

All the methods gave the same results in simulation. The models were not able to predict PA’s properly 
and were very oscillating. It seems like they only learned how to recognize a communication zone but 
did not make the difference with a bad communication that leads to a PA as you can see on the above 
figures. 
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Moreover, you can see that the models are very unconfident at predicting PAs as probabilities never 
go above 0.7. This is due to a quite high loss value presented before. 

3.4.3 RNN Methodologies 

We will focus more on this part because it appeared that RNN’s gave the best results for the PA’s 
prediction use case.  

3.4.3.1 Dataset 

As Deep Learning models require high computational resources, the models were trained using only 
the TP4 messages as features , which represents 12 features. This configuration will be called 
Configuration 1. Then, every other feature had been added (26 features), and this configuration will 
be called Configuration 2. Eventually, a comparison of these 2 configurations was made. 

Models were trained using the same dataset that was used for the Machine Learning methods. Yet, 
the shapes of input data are different this time. Indeed, now that we are using RNNS, this allows us to 
have 2D sequences of data as inputs for the models, instead of 1D input vectors with the Machine 
Learning methods. The first configuration of the training was the following:  

• Only TP4 messages were used as features, i.e the number of Akuplink, AKdownlink, Dtuplink, 
Dtdownlink, . . . CCuplink, CCdownlink which represent 12 indicators per minute. 

• 30 input steps i.e. input vectors for training had a length of 30 minutes. Given the previous 
point, this means that one input vector consists in 30 min of communication and for each 
minute they were 12 values corresponding to the 12 TP4 messages. Hence the shape (30,12) 
for each sample. 

• 10 minutes window prediction, i.e. we are trying to predict a PA within a 10-minute window. 

• EarlyStopping is activated to save the best model. If the loss has not decreased after 15 epochs 
in a row, then the model’s parameters are saved, and the training is stopped. 

Here is a figure that should clarify the contents of the samples that pass through the networks: 
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Figure 41 - Example of one sample going through the networks 

Each sample must be seen as a communication zone of 30 minutes. In the training set, there are 
534203 samples like this one. Each sample is assigned to a target value which is either 0 if there is no 
PA is the 10 minutes following this communication zone, or +1 if a PA will occur in the next 10 minutes 
following this communication zone. The problem is considered as a binary classification task. 

Two Graphics Processors Units (GPU10) were used to train the different models and parallelize 
calculations. GPUs are almost necessary when training Deep Learning models, they allow users to make 
calculations up to 5 times faster than CPUs. 

Even if two GPUs were used to train the Deep Learning models, training times went from about 45min 
to almost 3 hours for the most complex architectures. On the other hand, Machine Learning models 
would not take more than 10 minutes to be trained on CPUs. 

  

 

 

10 Nvidia RTX6000 Quadro GPU 
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3.4.3.2 LSTM / GRU 

Firstly, a single LSTM layer and a simple GRU model were implemented whose architectures have been 
described in section 2.4.5.  

 

Figure 42 - single LSTM layer with 400 hidden units 

 Here is a better representation of what is going through the network: 

 

Figure 43 - data going through the network 

Given what was previously said, “input_dim” is 12 which represents the number of features, the 
number of “time_steps” is 30 and a batch size of 1024 samples was chosen for the training. 

Scores: The LSTM model gave at his best 84% of Precision and 44% recall and the GRU model gave at 
its best 82% Precision and 45% Recall, which is very similar. The scores were already very good, but we 
wanted to try to push them as high as possible. We tried to improve the LSTM layer by extending it 
with more complexed architectures presented in the two following sections: the bidirectional LSTM 
and the attention layer. 

  

Python code using Keras framework 
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Here are some simulations using data for 3 different aircraft: 

 

Figure 44 - Simulation on 48 hours for the aircraft 471F01 
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Like the simulation displayed with the Machine Learning models, each figure has to be read by pair: 
TP4 messages are displayed minute per minute between the aircraft and each control center and then 
the output probabilities below. 

As the figures demonstrate, the algorithm works very well on aircraft 1 and 2 where it managed to 
predict the PAs at least 5 minutes in advance. However, it did not predict very well the first PA of the 
aircraft 3. This is due to the fact that TP4 features are not sufficient enough to predict this case. 

Overall, we can see that the real-time simulations are way better than the one obtained with the 
Machine Learning models. here, the output probabilities are not oscillating at all, curves are very 
smooth, and models are way more confident at the prediction as output probabilities are closer to 1 
when a PA is likely to occur and closer to 0 otherwise. 

The only false positive points observed could be considered as relevant prediction. Sometimes the 
model predicts a high PA probability even before the 10 minutes window (see first PA of the aircraft 
1), which is considered as a false positive prediction by the model because the target values for 
t<T(PA)-10 min are set to 0. In reality, even if the model predicts a PA 11 or 12 minutes before the 
actual date, this is still correct. 

Figure 46 - aircraft 4CA94D Figure 45- aircraft 4D2229 
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3.4.3.3 Bidirectional LSTM 

This architecture often appears in the literature as a very good extension to the single LSTM layer. The 
main drawback a simple LSTM layer is the fact that it can forget some relevant information when the 
input vector is long. This is the vanishing gradient problem. For example, the single LSTM layer trying 
to compute the PA probability at the 30th timestep data of the input vector might forget important 
information that were present around the first timesteps of the input vector. Here is an explicative 
Scheme of a Bidirectional LSTM model 

 

Figure 47 - Bidirectional LSTM architecture 

The model is built by adding a reversed copy of the LSTM layer. In other words, the first LSTM layer 
will compute each hidden state by reading input data from past to the present (forward propagation) 
whereas the 2nd layer will compute each hidden state by reading input data from present to past 
(backward propagation). The target value at each time step in then computed by merging the hidden 
state vectors of both LSTM layers and passing it through the Sigmoid activation function. 

Scores: With this new architecture, scores went up to 82% Precision and 46% Recall on the test set 
which is very similar to the LSTM’s scores. On top of this architecture can be added an attention layer 
and the model will then be called a self-attention model. This is the topic of the next part. 

3.4.3.4 Self-Attention model 

To go further, we can add a Self-Attention layer on top of the Bidirectional LSTM architecture. This 
layer has been described in section 2.3.3 and it  is mainly used in Natural Language Processing to better 
contextualize words in a sentence. However, we can also try to implement it for our use case. 

With this architecture, scores went up to 82% Precision and 47% of recall which is quite similar to the 
2 previous models. The simulations of the 3 different aircraft gave almost the same results as the single 
LSTM layer so they will not be displayed. Let us have a look at the evolution of the losses over the 
epoch and the ROC curves of the 4 different models:  
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Figure 48 - Losses per epoch 

Even if the scores are quite similar between the 4 architectures, we still could have expected to get 
different values of the minimum loss. As you can see, the minimum loss of each model - i.e. the one at 
which the model is saved- is very close to the same value 0.038 which means they all have the same 
level of confidence even if the architecture is different. 

As a conclusion, complexifying the model’s architecture was not very useful when using only the TP4 
features. It seems that the maximum possible scores are reached with these features which are 84% 
of Precision and 44% of Recall. However, it might be interesting to try these new architectures after 
adding new features to the dataset and see if scores can be boosted. 

3.4.3.5 Adding More features 

The goal of this section is to see if scores can be boosted by adding some features to the dataset. The 
features analysis part showed that the IDRP KPIs, the Retransmissions Count, the Max retransmissions 
index or the number of messages on the network were quite discriminant features. Thus, they will be 
added to the dataset. 

Here is the new configuration for the training: 

• 26 features: 12 TP4 KPI as previously, 10 IDRP KPI (‘Open’ uplink, ‘Open’ downlink, …, 
‘Error’ uplink, ‘Error’ downlink), 2 Retransmissions Count indicators (uplink & 
downlink), 1 indicator for the Max Retransmission Index and 1 indicator for the 
number of TP4 messages on the network per minute. 

• 30 input steps i.e. input vectors for training had a length of 30 minutes. Given the 
previous point, this means that one input vector consists in 30 min of communication 
and for each minute they were 25 corresponding to the 25 features. Hence the shape 
(30,25) for each vector. 
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• 10 minutes window prediction, i.e. we are trying to predict PA’s within a 10 minutes 
window. 

• EarlyStopping is also activated to save the best model. 

3.4.3.6 Overall Results 

The results of the two configurations are summed up in the following table: 

Model / 

Configuration 

Configuration1 : Only TP4 messages as 

features 
Configuration2 : all features 

LSTM Precision : 84% | Recall : 44% Precision : 83% | Recall : 49% 

GRU Precision : 82% | Recall : 45% Precision : 82% | Recall : 46% 

Bidirectional-

LSTM 
Precision : 82% | Recall : 46% Precision : 85% | Recall : 46% 

Attention model Precision : 82% | Recall : 47% Precision : 81% | Recall : 50% 

 

Precision is roughly the same for all models and for all configurations, but recall is slightly higher when 
additional features are added, especially for the LSTM model. The minimum losses of the 4 models 
with this new configuration is roughly the same as well. Thus, the same conclusion can be drawn for 
this new configuration : complexifying the model’s architecture did not lead to much better 
performances, the single LSTM on its own produces good scores. Let us have a look at the minimum 
losses of the 2 configurations: 



AI IN SUPPORT OF ATS DATALINK PERFORMANCE 

 

  

 

 

 57 
 

 

 

 

Figure 49 - Losses of the same model using 2 different configurations 

The comparison was made using the single LSTM model with the 2 different configurations described 
previously. When only the TP4 indicators are used as input features (configuration 1), the minimum 
loss value is 0.0383 whereas when all features are used the minimal loss gets a bit smaller (0.0343). 
This shows that the model is slightly more confident for predicting PA’s when more features are added 
as could be expected. 
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This higher confidence level was also be verified in simulation, as the following figure shows: 
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Figure 50- Simulation on one aircraft with 2 different configurations 

The blue line on the figures 2,4 and 6 represents the probability of a PA occurrence in the next 10 
minutes computed with the LSTM model of the  Configuration 1 (only 12 TP4 features as inputs), and 
the orange line is the output of the model trained on the  Configuration 2 (26 input features). As you 
can see, the orange line gets closer to 1 than the blue one when a PA will occur in the next 10 minutes. 
This can be noticed especially on the 3rd communication zone (figure 6). This means the model of the 
2nd configuration is more confident at predicting PAs, which is the consequence of a lower loss when 
all features are added to the dataset. 
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3.5 Conclusion 

The main purpose here was to train a ML model able to predict datalink issues and more precisely 
those related to ATN CPDLC issues such as the Provider Abort (PA) events), with a certain precision, as 
high as possible, and within a certain time window. 

To train ML models able to predict datalink issues, the first step consisted of collecting and building 
suitable dataset from a representative environment, here ground/ground logs at ATC Center level. 

Several machine learning methods were assessed, and it turned out that they did not succeeded to 
predict datalink outage . The main reason is that ML methods do not consider the sequential aspect of 
the problem which is very important in our use case.  

Knowing these weaknesses of ML methods, Deep Learning methods supporting time-dependency 
criterion were assessed. Those methods are called Recurrent Neural Networks and include Long-Short 
Term memory networks (LSTM), Gated Recurrent Unit (GRU), Bidirectional-LSTM or Attention model. 

The results were immediately very good even with limited number of features (i.e. extracted from 
transport protocol layer, TP4).  The model scores went up to 84% of Precision and 44% of Recall using 
single LSTM layer. Additional features were also added to the dataset but led to slight scores 
enhancement. 

Major differences between learning methodologies can be summarized as follows: 

 

Figure 51- Machine Learning vs Deep Learning methodologies 

The next step for WP2 activities will be to continue the deployment of the datalink monitoring solution 
while adding new functions such as the real-time middleware and to integrate an AI model fed with 
real time data, to predict datalink outage.  Additional data coming from VHF will be also integrated to 



AI IN SUPPORT OF ATS DATALINK PERFORMANCE 

 

  

 

 

 61 
 

 

 

the AI model. Finally the datalink monitoring solution will be part of the SDN infrastructure that will be 
designed in WP1 deliverable D1.2. 
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Appendix B Acronyms 

 

  

ACSP Air-ground Communication Service Provider 

A/G Air Ground 

AI Artificial Intelligence 

ATCO Air Traffic Controllers 

ATN Aeronautical Telecommunication Network 

ATS Air Traffic Service  

AUC Area Under the ROC Curve 

CLNP Connectionless-mode Network Protocol 

CM Context Management 

CPDLC Controller Pilot Data Link Communications 

FP False Positive 

FN False Negative 

G/G Ground Ground 

GRU Gated Recurrent Unit 

IDRP Interdomain Routing Protocol 

LTSM Long Short-Term Memory 

ML Machine Learning 

 PA Provider Abort 

ROC Receiver Operating Characteristic Curve 

RF Radio Frequency 

RNN Recurrent Neural Network 

SVM Support Vector Machine 

VHF Very High Frequency 

VPN Virtual Private Network 

TN True Negative 

TP True Positive 

TP4 Transport Protocol 4 

TRTD Technical Round Trip Delay 



AI IN SUPPORT OF ATS DATALINK PERFORMANCE 

 

  

 

 

 64 
 

 

 

 

 

 

 

                 

 

                  


